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desired goals. This research focuses on accounting
information systems which are vital systems in business
processes. The company's goals will be translated into a
need analysis using the PIECES framework (Performance,
Information, Economy, Control, Efficiency, and Service).
The research method used is a quantitative descriptive
method and uses documentation techniques in collecting
data. This study uses secondary data in the form of a
literature review of 80 journal articles published in 2018-
2023. Only ISSN indexed journals are used as data
sources to ensure the quality of research output remains
relevant. The results of this study are that the
information aspect holds the highest urgency at 31.25%
and the control aspect ranks second with a score of
25.00%. While the aspect with the lowest urgency is the
economic aspect with an achievement of only 6.25%.
Comparison of the scope of research and how
researchers explore in more detail in linking opportunity
costs can be input for further research. Furthermore,
future research can also link several concepts such as
urgency needs analysis with the PIECES framework,
opportunity costs, and user trust in ethical hackers. So
that the results of the research conducted will be more
interesting and can be a reference for companies in
making policies.
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Introduction

Currently technology dominates all aspects of life. Life developed into complex
systems. The relationship in the end cannot be separated from one another (Wylie, P. L., &
Crawley, 2020). Information systems which are part of technology are able to connect one
human being to another, one data to another, and one interest to another. This freedom
ultimately has positive and negative impacts (Callen, J., & James, 2020). With information
systems, humans can get whatever they need to cause high dependency. In addition, the level
of convenience for a person in receiving and sending digital information is a new challenge in
the aspect of cybersecurity. In the world of cybersecurity, the term hacker becomes
“appearing ghost” (Georg, T., Oliver, B., & Gregory, 2018). Cyber security is not a new
innovation, but has existed since the beginning when data was stored on computers and
required protection via passwords. However, according to Jofre, (2023) the need for cyber
security is irrelevant because at first only a handful of people operated the first computer that
was produced. Therefore, no outsiders would interfere with the system. This opinion was
later refuted by research conducted by Quasim, M. T., Al Hawi, A. N., & Meraj, (2023) where
they stated that system vulnerabilities were often used as a weapon for reconnaissance. Pre-
attack is the stage of preparation before (attacker) launches an attack, where the main focus
are gathers as much information about the target as possible. This method involves scanning
the network from both inside and outside the network without proper permission (Kasim, M.,
Saidu, M. B., Isa, A., & Utulu, 2022; Smith et al., 2022).

In @ more detailed scope, this research will examine how cyber security is applied and
needed in the field of accounting information system (Yaacoub et al., 2021). The selection of
this scope is based on the urgency of the need for cyber security in a system that contains
data or company financial information in the framework of decision making. Accounting is a
cycle, where the cycle is called the accounting information system. So, based on these
conclusions, accounting information systems require attention related to cybersecurity needs
and planning strategy (Smith et al., 2022; Turner, L., Weickgenannt, A. B., & Copeland, 2022).
The term ethical hacking will be associated with the practice of planning for cyber security
which is preceded by a need analysis using the PIECES framework. PIECES is a framework
consisting of 6 dimensions of classification and problem solving, namely Performance,
Information, Economy, Control, Efficiency, and Service (Astriyani et al., 2020).

Companies through an analysis of the needs of their accounting information systems
can determine what they want to achieve in carrying out cyber security practices (Santoso &
Rukmana, 2023). Ethical hackers, namely people who work within the scope of ethical hacking
ethic (Jean, 2023). They are individuals who test the security of systems owned by companies
with the aim of exploiting them and looking for vulnerabilities so that they can find risks
caused by these vulnerabilities. Ethical hackers come up with another term white hat hacker
(Kumawat et al., 2023). Apart from that, the term black hat hacker is also known, which of
course has the opposite position and goal from the white hat hacker (Wylie, P. L., & Crawley,
2020). Ethical hackers use the same methods as unethical hackers. However, they only target
systems that have given them permission to test their security measures. Their goal is to
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improve the security of IT systems. As a result, ethical hacking is not considered illegal (Georg,
T., Oliver, B., & Gregory, 2018).

The issue of ethical hacking in accounting information systems (for accounting and
finance) has grown rapidly (Hardiana et al., 2023). In order to motivate businesses to protect
their data, many organizations offer guidance and support to companies and governments
who wish to reward security vulnerabilities (Wallingford, J., Peshwa, M., & Kelly, 2019).
HackerOne, which provides a wide range of cybersecurity solutions, including penetration
testing, promotes their program as a "hacker-powered security platform" that can save costs
and increase compliance. In 2016, HackerOne published a "How to Run a Bug Bounty
Program" summary document which provides an overview of the program's benefits,
estimated costs, and suggestions for working with the hacker community (Real & Mesa, 2022;
Rudenko et al., 2023). Ethical hacking, also known as penetration testing or white hat hacking,
is the practice of testing the security of computer systems and networks with permission to
identify and address vulnerabilities that could be exploited by malicious attackers. In the
context of accounting information systems (AIS), ethical hacking has an important role that
can help improve data security and integrity, and protect organizations from security threats.

Here are some reasons why ethical hacking is important in accounting information
systems. Identifying vulnerabilities, ethical hacking allows security teams to identify
vulnerabilities in accounting information systems (Ding, A. Y., De Jesus, G. L., & Janssen, 2022).
By executing ethically controlled attacks, security professionals can test systems to see if
there are any loopholes that could be exploited by attackers. By finding and fixing these
vulnerabilities before attackers do, organizations can reduce the risk of costly attacks
(Pattison, 2020). Protect sensitive data, Accounting Information Systems often contain highly
sensitive data, including financial information, customer data, and transaction details. Ethical
hacking helps protect this data by identifying and addressing vulnerabilities that could lead to
leakage or unauthorized use. By protecting this sensitive data, ethical hacking helps prevent
identity theft, loss of customer trust, and possible legal consequences (Dorofeev et al., 2022).
Maintain data reliability and integrity, Accounting Information Systems must be reliable in
producing financial reports and other accounting information. Ethical hacking helps ensure
the reliability and integrity of data by testing systems to see if there is a risk of data
manipulation or attacks that could affect the accuracy of financial reports (Holt et al., 2021).
By preventing unauthorized or undetectable changes to data, ethical hacking ensures that the
information generated by accounting systems can be trusted (Kieslich, K., Keller, B., & Starke,
2022).

Compliance with security regulations and standards, many organizations are governed
by specific security regulations and standards, such as the Payment Card Industry Data
Security Standard (PCI DSS) or the General Data Protection Regulation (GDPR). Ethical hacking
helps ensure that organizations comply with these requirements by testing systems for
vulnerabilities that might violate these regulations or standards (Christen, M., Gordijn, B., &
Loi, 2020, p. 384). By conducting periodic security testing, organizations can ensure that they
remain compliant with relevant security requirements. Increase security awareness, through
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the process of ethical hacking, organizations can increase security awareness among their
employees (Walker, 2022, p. 156). The results of security testing can be used to provide
training and education to employees about security threats and best practices to follow.
Based on this phenomenon, it is important to review the company's needs and relate them
to the level of urgency associated with the opportunity cost aspect (Formosa, P., Wilson, M.,
& Richards, 2023). Is it possible that paying a high price for an ethical hacker will increase
value creation in the company's system? and how important is it that an ethical hacker is
involved to meet the needs and goals of the company?

Literature Reviews and Development of Hypotheses

Many studies have been conducted to examine the role of ethical hacking in cyber
security. Kadir et al., (2023) identified these threatening risks that could endanger the security
and privacy of individuals and organizations, as well as the stability and security of society as
a whole (Vandervelden, S., Chowdhury, M. M., & Latif, 2019). To combat this threat, it is
necessary to have efficient cybersecurity by taking appropriate measures, such as using strong
passwords, firewalls, encryption, and performing regular software updates. In addition, the
presence of skilled cybersecurity professionals is essential to identify and deal with threats in
a timely and effective manner (Aljebry, A. F., Algahtani, Y. M., & Sulaiman, 2022). One of the
main challenges in cybersecurity is unethical hacking. In its evolution in the world of cyber-
crime, this has resulted in the use of new names for perpetrators (Hartono, 2022).

Ethical hacking, also known as "white hat hacking," refers to acts of hacking performed
without malicious intent, with the goal of finding vulnerabilities before they are taken
advantage of by unauthorized parties. Well-resourced businesses often arrange ethical
hacking through contracts with cybersecurity experts, known as penetration tests or pen tests
(Shoemaker, D., Kohnke, A., & Laidlaw, 2019). However, the pen test does not cover all types
of ethical hacking and costs a significant amount of money. Therefore, we suggest a bug
bounty program (Real & Mesa, 2022). Assessing data and arguments, using logic and
evidence, and asking assumptions are the essence of critical thinking (Endaryati, 2021; Kadir
et al.,, 2023). In the context of hacking, critical thinking is used to evaluate security
vulnerabilities in systems and applications, assess the potential risks and consequences of
different types of attacks, and select the most effective methods to exploit those
vulnerabilities (Atil et al., 2018; Smith et al., 2022).

The PIECES framework allows companies to identify their needs in achieving
cybersecurity goals (Brilliant, 2023). The accounting information system contains financial
data and business processes (Kelrey & Muzaki, 2019). Because it is included in the system, the
accounting information system needs to get an allocation for implementing cybersecurity
planning through ethical hacking using various tools and perspectives (Vignesh & Rohini,
2022; Yaacoub et al., 2021). Within the PIECES framework, each aspect will be described so
that it can be determined whether the decision to involve an ethical hacker is appropriate,
(Jean, 2023) and efficient (not a wasteful act).

Other studies also use the PIECES framework to measure the most urgent aspects in
each standard (Brilliant, 2023; Komarudin et al., 2022; Novriani et al., 2023). They concluded
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that in management information systems and tax information systems, Performance and
Information (PI) aspects are the two highest standard requirements. Meanwhile (Hardiana et
al., 2023) stated that tax information systems tend to require Performance, Control,
Efficiency, and Service (PCES) standards. Within the scope of accounting information systems,
several researchers state that Performance, Information, Economics, and Efficiency (PIEE)
standards are the most important (Astriyani et al., 2020; Nugroho, 2021; Prakasita N &
Nugroho, 2018; Sundari et al., 2020).

Even though ethical hacking is not a crime, in essence they are still human. But it is
important to remember that there is no complete guarantee in system security. Companies
also need to have strong internal security measures in place and carry out regular security
testing to protect their data. To believe in an ethical hacker, at least some of these
benchmarks can be used as a basis. Study the background and certifications, companies
should check the background and certifications of an ethical hacker before trusting them.
Experience and references, companies can ask for proof of experience and references from
previous projects that have been completed by ethical hackers. Evaluation of technical
capabilities, test the technical capabilities of an ethical hacker through security tests or
relevant challenges. This allows companies to see the extent of their capabilities in finding
vulnerabilities and protecting systems.

Check ethics and integrity, they must have strong ethical principles, such as respecting
data confidentiality and not abusing the access granted (Manjikian, 2022, p. 89).
Nondisclosure contracts and agreements, establishes clear boundaries and obligations to
keep company information confidential (Dorofeev, Aleksandr V., Alexey S. Markov, 2022).
Collaboration and monitoring, build long-term working relationships with trusted ethical
hackers. In some cases, they may contract with them as a security consultant to continuously
monitor systems and help identify new vulnerabilities. Recommendations from trusted
sources, seek recommendations from trusted sources, such as reputable cybersecurity firms,
ethical hacker communities, or other security professionals (Wylie, P. L., & Crawley, 2020).
But it is important to remember that there is no complete guarantee in system security.
Companies also need to have strong internal security measures in place and carry out regular
security testing to protect their data (Harper et al., 2022).

What's more, the demand for the use of big data in accounting information systems
has led to an increasingly advanced level of its constituent technology (Demirkan, S.,
Demirkan, 1., & McKee, 2020). And the higher the threat that might be faced. This threat can
be in the form of data theft and sabotage (Raewf, M. B., & Jasim, 2020). Furthermore, focused
in accounting information system, although ethical hacking activities have positive goals,
sometimes ethical hackers commit illegal actions and turn into black hat hackers who use
their knowledge to commit crimes (Babys, 2021; Muria, R. M., Muntasa, A., Yusuf, M., &
Hamzah, 2022). Therefore, ethical hacking activities must be carried out by individuals who
have received certification, adhere to ethics, and have legal awareness in carrying out their
duties (Putra et al., 2023). A person who wants to become an ethical hacker must be given
training on the strategies and methods used by black hat hackers (Wardhana et al., 2023).
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This needs to be done with care because it can add to the number of bad hackers, not just to
improve the situation. Ultimately, the individual's decision will determine whether he will use
his knowledge and skills ethically or illegally. In addition to adequate knowledge and skills,
strong and positive moral values must also be the focus of ethical hacking training.

Research Method

The method used in conducting this research is a quantitative descriptive method. This
method is suitable for knowing the value of the independent variable without having to
compare or make connections between other variables (Hardani, 2020). The research was
conducted using secondary data with data collection techniques in the form of
documentation. Overall, the purpose of documentation is to provide information related to
the contents of the document to the user, provide evidence and data related to the contents
of the document, maintain and physically store the document, and prevent damage to the
document. The research sampling technique used was purposive sampling. The
determination of the sample is based on the topic of research discussion, namely accounting
ethics and cyber security and research quality (Munandar, 2022). The advantage of this
technique is that researchers can direct clearly and produce information in a directed manner
regarding the field to be studied (Sugiyono, 2020). This technique has been used by several
studies on ethical hacking (Azzahra & Heniarti, 2022; Kadir et al., 2023; Misesani et al., 2020).

The observed data is in the form of research related to issues, roles, and the level of
need for ethical hacking in a company in order to create cybersecurity (Haqg et al., 2022).
Meanwhile, this study chose to focus on the level of need for the use of ethical hacker services
in accounting information systems through ethical hacking programs. The use of data sources
is ensured to come from journal articles that have been indexed by ISSN. A total of 80 articles
published in the 2018-2023 timeframe are detailed with the aim of obtaining an assessment
of each aspect within the PIECES framework.

Result and Discussion

Today, maximum data transfer is done via the internet. No network is completely
secure. Every individual has some weaknesses, sometimes overlooked by hackers (Silic, M., &
Lowry, 2021). Since data is so valuable, it is important for every company or organization to
detect weaknesses in the network as quickly as possible. However, how are network
weaknesses detected. Do we have to wait for unwanted events? This is why cyber security
experts or ethical hackers are here (Mouheb, D., Abbas, S., & Merabti, 2019). The main goal
of ethical hacking is to find and fix flaws in the network. To achieve this goal, white hat hackers
perform penetration tests. Penetration testing (abbreviated pen testing) is a cyber-attack
simulation that is carried out to find potential threats and vulnerable parts of the network so
that black hat hackers cannot access the network and harm the company.

Disclosure of research results begins with the presentation of a systematic framework
of thinking. This framework of thinking serves as the basis for facilitating the research process
and ensuring that research is carried out in a structured manner (Hawamleh et al., 2020).

695
https://equatorscience.com/index.php/jabter



https://equatorscience.com/index.php/jabter

P-ISSN 2828-4976
Vol. 2, No. 6, August 2023 E-ISSN 2808-263X

Based on Figure 1, it is clear that the research process will begin by examining current issues
related to accounting ethics and information security. Accounting ethics is often associated
with information security issues because both contain values that are positively related
(Callen, J., & James, 2020). Information security will be of higher quality if it is accompanied
by intelligent and dignified user ethics in accordance with the principles of their respective
professions.

The PIECES Framework (Performance, Information, Economy, Control, Efficiency, and
Services) is a framework used in system requirements analysis. Using the PIECES framework
has several advantages. Comprehensive, covers important aspects of system requirements
analysis. Taking into account Performance, Information, Economy, Control, Efficiency and
Service, this framework ensures that no important aspect is overlooked in understanding
system requirements. Systematic approach, helps in carrying out a need analysis with a
systematic approach. Each aspect is analyzed separately and then integrated into a complete
whole. This approach ensures that all aspects of system requirements are considered
holistically. Focus on business goals, places focus on an organization's business goals. By
analyzing system requirements in the context of performance, economy, efficiency and
service, this framework helps ensure that the developed system can support broader business
goals.

Identify exact requirements, helps in identifying exact requirements for the system.
This allows the requirements analyst to understand the functional and non-functional
requirements that must be met by the system. Better risk management, helps in identifying
potential risks related to system requirements. Taking into account the necessary controls
and information, as well as the expected efficiency and performance, this framework helps in
better managing risks during the analysis of needs stage.

Performance

Accounting Information

Information
/ System

Needed PIECES
Research of
i ~—p:  Econom
Curent lesue \\ Analysis Framework Y
Cyber Security \.
Control
Scoring
I Efficiency

Data Process

l Service
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Recommen-
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Figure 1. Theoritical Framework

Sources: Data processed by author, 2023
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Based on the 100 selected journal articles, 80 journal articles were obtained that met
the qualifications for both the scope of the research and the quality of the journal articles.
Based on comparisons per year, it appears that 2022 and 2023 will be the years with the
highest ethical hacking research results. This is then supported by (Ernawatiningsih, N. P. L.,
& Kepramareni, 2019). Figure 2 is a research trend related to ethical hacking in the scope of
cyber security and the scope of accounting information systems. The increase in the number
of studies is because various parties feel the importance of ethical hacking studies, especially
in the field of accounting information systems to tackle cyber-crime. Many people say that
the costs incurred by companies in order to secure their business processes are in accordance
with the benefits they get if they can analyze needs properly and find third parties or what
are known as ethical hackers correctly. The issue of ethical trust in the ethical hacker
profession is also highlighted in more than 40% of the data used in this study. In addition, it
can be concluded that the trend of cyber security in AIS always increases every year by the
number 87,50% ((80-70)/80) x 100%.

Figure 2. Trend of Research in Ethical Hacking Scope

Sources: Data processed by author, 2023

Table 1.
Analysis of Needs of Ethical Hacking in AIS
No. Aspects Criteria of Aspect
1.  Performance Can ethical hackers assess the performance of AIS and can they find system
vulnerabilities that may be misused by internal companies?
2. Information Can ethical hackers ensure that the system has generated relevant information

according to the company's business processes? and can they ensure there are
no debugging and data processing failures?

3. Economy Can ethical hackers judge that a company's system is not a waste? Can they assess
how much the value creation of the system they are testing is for the company?
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4.  Control How can ethical hackers check the control capabilities of AIS in the company's

business processes? Are the controls accessible to multiple authorities? and who
might be able to do system damage?

5. Efficient How can ethical hackers evaluate the system's ability to process data so that it can
produce reliable information in a short time? Can ethical hackers find gaps in
system efficiency leaks such as using inappropriate anti-virus, etc.?

6. Service How can ethical hackers assess the level of service provided by AlS in supporting
the company's business processes? Is the quality of this service independent or
can it be intervened by several parties in order to take personal advantage? Can
the system be manipulated? and how to detect it?

Sources: Data processed by author, 2023

Furthermore, the following table will describe the analysis of ethical hacker needs in
the scope of accounting information systems using the PIECES framework. Each aspect is
described according to the appropriate points. So, based on this table, conclusions can be
drawn for the level of urgency of each aspect. Table 1 contains the PIECES framework using
the relevant reference base (Novriani et al., 2023). In a broader context, the PIECES
framework is not limited to being used as a tool for needs analysis. Furthermore, this
framework is also used as a basis for evaluation-based decision making. Thus, the use of the
PIECES framework is expected to maximize the analysis process to produce the right
decisions. Based on this analysis, an emphasis will be presented on the need to apply ethical
hacking in an accounting information system as shown in the table below.

Table 2.

Calculation of Urgency (per Aspect)

No. Aspects Ranking of Criteria Priority’s Aspects

1. Performance 15 18,75%

2. Information 25 31,25%

3. Economy 5 6,25%

4, Control 20 25,00%

5. Efficient 9 11,25%

6. Service 6 7,50%
Grand Total 80 100%

Sources: Data processed by author, 2023

In accordance with the calculation results above, it is clear that the level of urgency of
needs has been described in detail. Research shows that accounting information systems
require the involvement of ethical hacking in assessing and providing security guarantees for
company systems. So that business processes can take place properly and smoothly without
causing material or non-material losses to the company. The information aspect is the need
with the highest urgency reaching 31.25% ((25/80) x 100%), followed by the control aspect
with the second level of urgency reaching 25.00%. The interesting thing is that the economic
aspect is the least urgent aspect (has the lowest urgency ranking compared to other aspects).
Research proves that companies tend to choose to use paid accounting information systems
as long as they get advanced benefits. Companies will not be "stingy" to invest in technology
in order to support the smooth running of their work systems or business processes. And
these results are in accordance with the phenomenon that technology is the main asset and
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has become something to be reckoned with (Marcelina & Yulianti, 2022). This means that the
more companies judge that their technology is valuable, the higher the tendency to secure it
(Sibero, 2022).

Figure 3 visually presents the urgency of using or making decisions about the
implementation of ethical hacking. This study proves that the information aspect holds the
highest rank because the basic concept of an accounting information system is information
itself both in quantity and quality. Ethical hacking is expected to be able to assess and provide
recommendations for improvements to vulnerabilities and review AIS resistance in dealing
with cyber-attack both internally and externally. Based on the results of the data processing
presented above, it can be seen that ethical hacking really needs to be involved in the process
of cyber security in accounting information systems.

35,00%
30,00%
25,00%
20,00%
15,00%
10,00%

5,00%

0,00%

Performance Information Economy Control Efficient Service

Figure 3. Urgency Mapping of Needs
Sources: Data processed by author, 2023

The results of this study are in accordance with the research conducted Santoso &
Rukmana, (2023) although they did not explicitly mention the aspects studied and were not
included with the display of the results of the comparison of needs. Ethical hackers who are
engaged in ethical hacking have a major role in the field of cybersecurity of accounting
information systems. Apart from that, the information system is a system that is prone to
being used as a target of crime.

Conclusion
Based on the research that has been done, several points can be concluded, including
the following:
1. The PIECES framework contains six aspects that can be used to analyze needs,
consisting of Performance, Information, Economy, Control, Efficiency, and Service.
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2. Apart from being used as a needs analysis, furthermore the PIECES framework can also
be used to analyze results or system evaluation.

3. Based on the results of an analysis of the literature review of research data on articles
published in the 2018-2023 range (as many as 80 articles) it shows that the
performance aspect is in the accounting information system and is disbursed by the
information aspect.

4. The economic aspect is the aspect with the lowest level of urgency. This is supported
by the phenomenon of purchasing a license (paid system) from a third party as well as
independent development carried out by the company. This policy is carried out in
order to expedite business processes.

So that, the relationship between ethical hacking and accounting information systems
are as here. Identification of security weaknesses, security testing, data and information
protection, customer data security, increasing security awareness. However, it is important
to note that ethical hacking must be done with permission and within established boundaries.
It must be performed by security professionals who have the appropriate knowledge and skills
to maintain the integrity and confidentiality of accounting information systems without
causing damage or breach of privacy.

Implication
1. Theoretical implications

Research examines new perspectives on ethical hacking that may have been studied
by many parties. The perspective referred to in this case is to provide a study of the
perspective of ethical hacking practices using the PIECES concept. This concept can be used
as a tool or framework that serves as an analysis and evaluation tool.

2. Practical implications

The PIECES concept used in analyzing the needs of an Accounting Information System
(AIS) can be adopted as a framework for analyzing other things in everyday life. The PIECES
framework in the concept of ethical hacking can be adapted to other contexts in the other
research to develop a new concept or finding.

Limitations and Future Studies

1. The data from this study is in the form of a literature review which does not mention in
detail where the trend of Accounting Information Systems (AIS) requires ethical hacking.

2. It is not presented how much the percentage of ethical hacking awareness in the
Accounting Information System (SIA) is in a particular process. For example, Accounting

Information Systems (AIS) of payroll, Accounting Information Systems (AIS) of cash in and

out cash, or Accounting Information Systems (AlS) of budgeting.

Future research may have Add data or instead choose to focus and discuss in detail
the need for ethical hacking in a developed country or a developing country. The selection of
objects must of course be based on clear and rationally understandable assumptions.
Suggestion

As for suggestions and recommendations that researchers can provide as ideas or

considerations for further research, namely by linking the level of urgency of involving ethical
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hacking in accounting information systems to involving opportunity costs. This is interesting
for further study considering that opportunity cost is a fundamental consideration for
management in making decisions. At the same time answering whether paying ethical
hackers will increase the company's value creation or actually cause cost inefficiencies.
Furthermore, future research can also link several concepts such as urgency needs analysis
with the PIECES framework, opportunity costs, and user trust in ethical hackers. So that the
results of the research conducted will be more interesting and can be a reference for
companies in making policies.
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